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Duo Enrollment Guide

6 Supported browsers: Chrome, Firefox, Safari, Opera and Internet Explorer 9 or later

1. From your City issued laptop, please go to the link below and log in using
your City credentials.

http://remote.glendaleca.gov
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2. Welcome Screen

Click Start setup to begin enrolling your device.

Protect Your City of Glendale CA
Account

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
What is this? £ accessing your account, even if they know your password

Need help?
SRCAER This process will help you set up your account with this added layer of

Powered by Duo Security SQCUF"‘E-

Start setup

3. Choose Your Authenticator

0 Supported Mobile Devices: iPhone, Android, Windows Phone, and Blackberry 10

Select the type of device you'd like to enroll and click Continue. DUO
recommends using a smartphone for the best experience, but you can also
enroll a landline telephone or iOS/Android tablets.

What type of device are you adding?

®) Mobile phone
Tablet (iPad, Nexus 7, etc.)
Landline

What is this? C¥ Security Key (YubiKey, Feitian, etc
Need help?

Powered by Duo Security m
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4. Type Your Phone Number

Use the number of your smartphone, landline, or cell phone that you'll have with
you when you're logging in to a Duo-protected service.

Then double-check that you entered it correctly, check the box, and
click Continue. If you're enrolling a tablet you aren't prompted to enter a phone
number.

Enter your phone number

e United States ¥]
- (I"Ig »
™l <

Loyl TRV
A FoRn

+1 | 6268905627 v

Example: (201) 234-5678

What is this? Cf
Need help?
You entered (626) 890-5627. Is this the correct number?

Powered by Duo Security
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5. Choose Platform

Choose your device's Mobile Device and click Continue.

What type of phone is 818-580-89697

© iPhone
Android
BlackBerry
What is this? [ Windows Phone

Need help? ) Other (and cell phones)

Powered by Duo Security

6. Install Duo Mobile App on your Smart Phone

Follow the platform-specific instructions on the screen to install Duo Mobile on
your smartphone. After installing the app return to the enrollment window and
click I have Duo Mobile installed.
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Install Duo Mobile for iOS

. Launch the App Store app and
search for "Duo Mobile”.

. Tap "Get" and then "Install” to
duo mobe

download the app.

Ouo Mobile - Tap "OK" when asked if Duo Mobile
D oty e should be able to send push

notifications.

| have Duo Mobile installed

Powered by Duo Security

7. Activate Duo Mobile

Activating the app links it to your account so you can use it for authentication.
The Duo barcode scanner will automatically launch after opening the app.

From your smartphone activate Duo Mobile by scanning the barcode with the
app's built-in barcode scanner. Follow the platform-specific instructions for your
device:

The "Continue" button is clickable after you scan the barcode successfully.
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Activate Duo Mobile for iOS

1. Open Duo Mobile.
2. Tap the "+" burton.

3. Scan this barcode.

Powered by Duo Security
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8. Configure Device Options

Change the When | log in option to "Automatically send this device a Duo Push"
and click Save. This setting will enable the Duo to automatically send an
authentication request via push notification to the Duo Mobile app on your
smartphone.

My Settings & Devices

-~

(¢t 10S 626-890-5627 JUSTADDED

+ Add another device

What is this? ¥
Meed help? Default Device: 105 626-890-5627

Powered by Duo Security When Ilogin: | Automatically send this device a Duo Push ]

Continue to Login
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Your device is ready to approve Duo authentication requests. Click Send me a
Push fto give it a try. All you need to do is tap Approve on the Duo login request
received on your phone.

What is this? O

Add a new device

My Setlings & Devices
Need help?

Powered by Duo Security

Pushed a login request to your device...
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Duo Push Approval and Login Notifications

After you submit your login information an authentication request is
automatically sent to you via push to the Duo Mobile app or as a phone call.
Below are some examples of the nofification.

2. Hold notification then
1. Tap on the screen Notification  Approve

Approval from
Notification
Alert if the
phone is
locked

1. Open Duo App and click on

the green bar 2. Click Approve

Approvalfiom 07
the DUO App :
if the phone is . e =
not locked B
E
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How to connect using Global Protect

ﬁ Connect to VPN only when on an outside network (off City network)

1. From the System Tray in the lower right hand corner of your screen, click on
the up arrow and click the Global Protect earth icon.

2. From the Sign In window, enter your City of Glendale credentials and click
the Sign In button.
GlobalProtect

Sign In

Atrenation Faled Enter login
Tedertais

Portat vpn glendaleca gov

jsmithod |

3. You will now receive a DUO push to the device you set up and will need to
select Approve.
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4. You are now connected to the City through Global Protect.

Connected
You are securely connected to the

Corporate network

|

Once you are connected, you are able to access file shares, applications,

0 email, the Internet, etfc. just the same as if you were in the office.
If you have trouble gaining access to a resource that you need, please
reach out to the Help Desk for assistance.
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